Distance learning is an effective strategy to address the many barriers to continuing education faced by the public health workforce. With the proliferation of online learning programs focused on public health, there is a need to develop and adopt a common set of principles and practices for distance learning. In this article, we discuss the 10 principles that guide the development, design, and delivery of the various training modules and courses offered by the North Carolina Center for Public Health Preparedness (NCCPHP). These principles are the result of 10 years of experience in Internet-based public health preparedness educational programming. In this article, we focus on three representative components of NCCPHP's overall training and education program to illustrate how the principles are implemented and help others in the field plan and develop similar programs.
Distance learning is an effective strategy to address the many barriers to continuing education faced by the public health workforce, including budget constraints, overloaded schedules, the need for on-the-job learning opportunities, lack of access (particularly in rural areas), and difficulty in finding training opportunities on core public health concepts. 1 By allowing public health practitioners to "expand their skills within their current positions, organizations, and communities," 2 distance learning also provides an opportunity for justin-time training during emergencies.
In its 2003 publication, Who Will Keep the Public Healthy? Educating Public Health Professionals for the 21st Century, the Institute of Medicine noted the recent increase in distance-learning opportunities for the public health workforce, including master's and doctoral degree programs and continuing education training modules and courses. 3 With the proliferation of distance-learning programs focused on the public health workforce, the Council on Linkages Between Academia and Public Health Practice (Council on Linkages) is advocating for the U.S. Department of Health and Human Services to "adopt a common set of principles and practices for distance learning [to] ensure that distance learning development and delivery is of high quality and remains learner centered." 4 In this article, we discuss 10 principles that guide the development, design, and delivery of the various training modules and courses that comprise 10 years of experience in Internet-based public health preparedness (PHP) educational programming by the North Carolina Center for Public Health Preparedness (NCCPHP). These guiding principles are as follows:
1. Link educational offerings to established professional competencies.
2. Base educational offerings on assessed needs of the target audience.
3. Design educational offerings based on appropriate cognitive learning levels. 4 . Utilize reusable learning objects. 5 . Know the target audience (or partner with someone who does). 6 . Develop well-organized courses and programs with a standard look and feel. 7 . Provide readily accessible technical support to participants and students. 8 . Manage student and instructor expectations. 9 . Provide continuous feedback to participants and students. 10 . Continually evaluate, refine, and update course content and delivery. . The overall mission of NCCPHP is to improve the capacity of public health agencies and their staffs to prepare for and respond to emerging public health threats through research, educational programs, and technical assistance. As part of its effort to achieve this mission, NCCPHP has developed multiple Internet-based educational options to meet the assessed needs 1,5-9 of the public health workforce. NCCPHP's educational options are designed to address diverse audience needs through a variety of Internet-based training modules, continuing education courses, and an academic graduate certificate. In this article, we focus on NCCPHP's 10 guiding principles, using three representative components ( Figure 1 ) of the overall training and education program to illustrate how the principles are implemented: (1) the NCCPHP Training Web Site (TWS), (2) a 14-week continuing education hybrid Internet/classroom course entitled Introduction to Communicable Disease Surveillance and Investigation (hereafter, Communicable Disease), and (3) the Certificate in Field Epidemiology.
Gu Id In G Pr In CIPl Es
The 10 principles that guide the development, design, and delivery of NCCPHP's comprehensive Internetbased PHP training and education program are focused on maximizing the quality of individual training modules and courses, which have consistently received positive evaluations from students and participants. 10-12
Link educational offerings to established professional competencies
To ensure NCCPHP training modules and courses meet the needs of public health professionals, they have been linked to appropriate public health competencies. NCCPHP training programs rely on three sets of competencies: (1) the Core Competencies for Public Health Professionals (2001 and 2009 versions), developed by the Public Health Foundation and Council on Linkages (while the Core Competencies have three tiers based on varying levels of experience, only the Tier 2 competencies had been completed and released at the time the competencies were linked to TWS trainings); 13, 14 (2) the Bioterrorism and Emergency Readiness Competencies, developed by CDC and the Columbia University School of Nursing-Center for Health Policy; 15 and (3) the Applied Epidemiology Competencies (AECs), developed by CDC and the Council of State and Territorial Epidemiologists (CSTE) to improve the practice of epidemiology in public health agencies. 16 The AECs also include different tiers for different levels of experience and training: Tier 1, entry-level or basic epidemiologist; Tier 2, mid-level epidemiologist; Tier 3a, senior-level epidemiologist-supervisor and/or manager; and Tier 3b, senior scientist/subject-area expert.
The TWS addresses competencies from all three sets. One or more of the Bioterrorism and Emergency Readiness Competencies are addressed by 64 of the 177 training modules on the TWS. In addition, 45 of the 76 Tier 2 Core Competencies for Public Health Professionals are addressed by the TWS. Because the TWS modules focused on epidemiology are awarenesslevel trainings, they are linked to selected AEC Tier 1 and Tier 2 competencies (72 out of 210 combined Tier 1 and Tier 2 competencies).
TWS users can search for training opportunities by clicking on any of the three competency sets and then selecting a specific competency. For example, clicking on the Bioterrorism Competency "describe the public heath role in emergency response in a range of emergencies that might arise" directs the user to 42 training modules that address this particular competency.
The hybrid Internet/classroom Communicable Disease training course addresses the AECs. In North Carolina local health departments, public health nurses are charged with responding to disease reports received from clinicians, and recognizing, investigating, and reporting disease outbreaks to the state health department. These basic applied epidemiologic functions can be linked to the Tier 1 AECs and serve as the basis for the course. The four courses that comprise the certificate curriculum cover a wide spectrum of epidemiologic competencies and, as such, are linked to the Tier 1 and Tier 2 AECs, as well as to epidemiologic competencies developed by the Northwest Center for Public Health Practice. 6 The curriculum for the Communicable Disease course was developed to meet the specific needs of North Carolina public health nurses, as assessed by the North Carolina Public Health Workforce Training Needs Assessment. In this survey, 41% of North Carolina local public health nurses indicated a high need for training in recognizing and responding to a disease outbreak in their communities. 7 The certificate program was designed to address the need for applied epidemiology education for working public health professionals, as identified by CSTE. In its 2004 report, "National Assessment of Epidemiologic Capacity: Finding and Recommendations," CSTE found that only 43% of infectious disease epidemiologists working in state and territorial health departments reported academic training in epidemiology. 8 Furthermore, 59% of state and territorial health departments who answered a CSTE survey regarding their applied epidemiology capacity stated they needed additional training to conduct an evaluation of surveillance systems; 53% needed additional training to create an analysis plan and perform data analysis. 17 In addition, NCIPH conducted a market research study of individuals who had participated in NCIPH Office of Continuing Education programs to gauge interest in a certificate program. An Internet-based survey asked respondents about their health-related professional experience, whether they had epidemiologic duties in their current positions, if they had formal training in epidemiology, and what courses were of greatest interest to them in a certificate program. Of the 847 respondents who completed the survey, 22% were "very interested" and 35% were "interested" in obtaining a certificate in field epidemiology.
Base educational offerings on assessed needs of the target audience

Design educational offerings based on appropriate cognitive learning levels
Each training module or course in the NCCPHP training and education program is designed to achieve one of six increasingly complex levels of cognitive domain ( Figure 2 ), as defined by Anderson and Krathwohl's taxonomy for teaching, learning, and assessment, 18 a recently revised version of Bloom's taxonomy of cognitive domain, 19 originally created in 1956.
The lowest cognitive level, Remembering, is defined as "retrieving relevant knowledge from long-term memory." This level is followed by Understanding-"determining the meaning of instructional messages, including oral, written, and graphic communication."
The next level is Applying-"carrying out or using a procedure in a given situation." The fourth level, Analyzing, refers to "breaking down material into its constituent parts and detecting how the parts relate to one another and to an overall structure or purpose." The next level is Evaluating-"making judgments based on criteria and standards"-and the highest level is Creating, or "putting elements together to form a novel, coherent whole or make an original product." 20 Determining the appropriate cognitive level for a module or course depends on the intended audience, their educational needs, and the time they have available for learning. Figure 3 , adapted from a model developed by Old Dominion University, 21 provides an example of sample verbs associated with each cognitive level of Bloom's taxonomy (revised version) and is useful for determining appropriate cognitive levels when developing a module or course.
The TWS modules are all geared toward achieving a cognitive level of Understanding. Typical objectives for training modules include describing the threat of pandemic influenza, understanding how hurricanes impact communities, and explaining various public health concepts.
The Communicable Disease course is designed to achieve the level of Applying. Participants demonstrate knowledge of surveillance reporting requirements and interpret outbreak data.
The certificate courses are aimed at achieving the highest cognitive level of Creating. Course assignments require students to develop hypothesis-testing questionnaires, formulate policy recommendations, and synthesize and assemble surveillance information from various sources on a particular health outcome.
Utilize reusable learning objects
The development of Internet-based teaching materials can be costly and time-consuming. An integral component of the NCCPHP distance-learning strategy is the use of reusable learning objects (RLOs). RLOs can be defined as "small but pedagogically complete segments of instructional content that can be assembled as needed to create larger units of instruction, such as lessons, modules, and courses." 22 
Know the target audience (or partner with someone who does)
When developing Internet-based training modules or courses, it is important to know-or to partner with someone who knows-the target audience, as well as their training needs, technical capabilities, and time commitments. The development of the Communicable Disease course provides an example of a successful partnership between the academic public health community and a state division of public health. 11 In 2003, NCCPHP developed and implemented a comprehensive self-assessment survey based on available published competencies. 5 This assessment requested that public health workers identify their training needs and rate the importance of different competencies for their jobs. As previously noted, 41% of North Carolina local public health nurses indicated a high need for training in recognizing and responding to a disease outbreak in their communities. The state of North Carolina had also identified training needs for public health nurses around disease reporting requirements. In 2003, a new communicable disease control manual was published for distribution to North Carolina local health departments, and the Communicable Disease Branch (CDB) of the Epidemiology Section at the North Carolina Division of Public Health determined that training on the updated manual was needed. In addition, the CDB identified computer proficiency as a skill needed by public health nurses, because disease reporting would soon be done through an entirely Internet-based system. Together, the CDB and NCCPHP developed the Communicable Disease course. While NCCPHP provided expertise in distance learning, both entities had strong teaching credentials and content expertise. However, NCCPHP lacked detailed knowledge of the target audience. The CDB was able to fill this void with its knowledge of the strengths and limitations of local health department nurses-information that was critical in tailoring course design and technical support to meet the specific needs of public health nurses in North Carolina. This meant, for example, that coursework should require no more than three to four hours per week, and activities should be designed to be completed in short blocks of time. 11 Similar to Communicable Disease course participants, most students in the certificate program are nontraditional (i.e., older, working full time, traveling, and with other life demands). Where appropriate, certificate courses are designed to have maximum flexibility in scheduling. Modules last three to four weeks, and assignments are due at the end of each module. With nontraditional students, an extremely high level of customer service from both the administrative and teaching staff is necessary for success. Students in the certificate program rely on staff to take care of administrative and technical issues to allow them to focus their limited time on their studies.
Develop well-organized courses and programs with a standard look and feel
For a training website to be user-friendly and easily navigated, it is important that each training module have a standard look and feel with regard to formatting, font, color scheme, and order of menu items and materials. An example is shown in Figure 4 , where each module on the TWS is presented in a similar manner. Upon selecting a module, participants are presented with a brief description of content, the length of time 23 an Internet-based course management system. The four certificate courses are designed to have a consistent look and feel. Each module includes instructions, as well as folders containing a checklist of all individual activities and their due dates, lectures, readings, case studies, and a group project.
Provide readily accessible technical support to participants and students
With distance-learning programs, a high level of readily accessible technical support is essential. An important component of this support is orienting faculty and teaching assistants (TAs) to the special challenges and opportunities involved in distance learning. NCCPHP has developed a formal orientation and manual for TAs involved in online academic courses and provides guidance to faculty on how to interact with distancelearning students via e-mail or discussion boards. Instructors should not assume that all distance-learning participants and students are equally fluent in computer technology, and instructions should outline all steps necessary to use software programs and complete assignments.
The TWS home page contains a link to "Technical Requirements" (Figure 4 , upper left corner). This link lists technical requirements and provides a software tutorial for participants. A "Contact Us" link provides an e-mail address for specific technical questions. NCCPHP staff respond to questions or refer issues to the site's Web application developer based at UNC.
The Communicable Disease course links new participants to a customized skills test that checks for the basic computer system requirements, software plug-ins, and participant skills necessary to take an Internet-based course at UNC. Throughout the course, NCCPHP staff provide technical support via e-mail and phone.
Students in the certificate program attend a software orientation conference call held by UNC Gillings School of Global Public Health Blackboard support staff, which includes a brief overview of the program and an Internet-based course orientation that focuses on using Blackboard software, e-mail requirements, computer hardware and software requirements, and who to contact for technical support during the program. Students receive e-mail documents before the call and must have computer access to walk through an example course during the orientation. All students must test their Internet browsers, plug-ins, and navigational skills using an automated Internet-based computer assessment before the course begins. Throughout the course, TAs and the Blackboard support staff provide technical support. In addition, students have access to UNC's Information Technology Services department, which provides technical support for the entire campus. NCCPHP also provides support for special software used in the courses, such as Epi Info ™24 and Adobe ® Acrobat ® Connect ™ Pro Meeting. 25 
Manage student and instructor expectations
Students often believe that an Internet-based continuing education or academic course will be easier and less time-consuming than a classroom-based course. This impression is not accurate and must be dispelled at the beginning of each course or program. The certificate courses are designed to have the same rigor as classroom-based courses, and because communication is primarily written rather than verbal, Internet-based courses can take more time than equivalent classroombased courses. Students in the certificate program read and acknowledge a statement informing them of course expectations, time commitments, deadlines, grading policies, computer issues, and procedures for withdrawing from a course.
Faculty and TAs also need to understand that the volume of written material produced in an Internetbased course can far exceed that of a classroom-based course. In addition to regular assignments, exams, and group projects, Internet-based faculty and TAs must read group discussion-board postings and respond to e-mails. This extra time spent reading can be offset by reduced lecture time, as Internet-based lectures are recorded and can be used for numerous offerings of courses with minor modifications.
Finally, it is critical that instructions and activities be explicitly presented. Students may become frustrated when instructions are vague or incorrect, or while waiting for a clarification from instructors. Ultimately, course success depends on commitment and flexibility from both instructors and students.
Provide continuous feedback to participants and students
Participants and students in Internet-based courses require more feedback from faculty and TAs than students in traditional courses. This feedback, which can range from preprogrammed responses to personalized e-mail from faculty and TAs, makes participants feel more connected to the course or learning experience.
Participants taking courses on the TWS receive automatic feedback via a posttest that provides comments on both correct and incorrect answers. In the Communicable Disease and certificate courses, faculty and TAs strive to respond to participant e-mails within 24 hours, and participant feedback is solicited on each module of the course. This feedback is incorporated into course improvement efforts that take place between course offerings.
In the certificate courses, Department of Epidemiology graduate students serve as TAs, with one TA for every two-to three-student group (maximum assistantto-student ratio is 1:30). TAs work closely with their groups, reviewing case studies; monitoring discussion forums or group projects; and answering questions via e-mail, phone, or Internet videoconferencing. Faculty communicate regularly with students using these same means. Some faculty also send weekly e-mails to students, including information about what is happening in the course that week, discussion of current contentrelated material in the news, and course updates. To personalize correspondence, some faculty add everyday life information (e.g., about family) and include their photos with their e-mail signatures. E-mails that humanize the instructors have been well received by students.
Feedback is routinely solicited from students throughout the certificate courses. A "Module feedback" link allows students to provide anonymous feedback at the conclusion of each module within each course, and an "Ask the faculty!" link is provided in each course to encourage students to engage with faculty.
Continually evaluate, refine, and update course content and delivery
To ensure that training modules and courses are meeting students' needs, courses are continually evaluated, refined, and updated. Each module on the TWS concludes with an anonymous participant evaluation that seeks to measure whether the module effectively addressed listed competencies, provided the information the participant desired, introduced new terminologies and concepts, clarified or reinforced familiar terminologies and concepts, specifically addressed their professional responsibilities, or made them feel better equipped to perform their jobs.
Longer courses provide numerous opportunities for participant evaluation; instructors must determine the optimum level for their specific courses. The Communicable Disease course provides participants with the opportunity to complete an open-ended, anonymous evaluation at the completion of each module. In addition, participants complete an anonymous final course evaluation and a six-month post-course evaluation. The certificate courses incorporate four types of anonymous student evaluations. During each module within a course, students can evaluate individual instructions, lectures, case studies, and group projects. About one-third of the way through each course, students can evaluate the performance of their graduate TAs. At the conclusion of each course, students complete a final evaluation, which allows them to evaluate faculty, TAs, course content, and their perceived improvement on competencies. Finally, upon completion of the program (all four courses), members of the NCIPH Evaluation Services team evaluate students' satisfaction with the program both immediately following the program and after six months.
Course evaluation by faculty and TAs is also important. Weekly meetings allow faculty and TAs to discuss and review course content and keep up-to-date on student progress and issues in each course. Each module also contains a hidden text box within Blackboard that is only available to faculty and TAs. This text box is used to document problems with course content or instruction and note possible corrections. Small changes are made during the course; more substantial changes are completed before the next offering of the course. The text box facilitates course updates by providing a single common repository for comments from all faculty and staff involved with the course.
Refining and updating courses on a regular basis also provides an opportunity to incorporate new technology that can enhance course content and delivery. An example of a technology update that has been well received by students is the addition of a weekly blog in one of the certificate courses, Principles and Methods of Applied Infectious Disease Epidemiology. The blog, My Favorite Disease, provides interesting information on different infectious diseases and includes epidemiologic information on a "disease of the week" ( Figure 5 ). Another example of a technology update was the addition of Internet videoconferencing using Adobe Acrobat Connect Pro Meeting. 25 This technology enables live interaction among faculty, TAs, and students on a regular basis; TAs also use videoconferencing to hold office hours. In addition, NCCPHP has made videoconferencing technology available to students to facilitate the completion of group assignments. 
